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Abstract; Cloud storage arouses new challenges to access control techniques. This paper proposes a

security policy-based method to optimize cloud data access control. The basic idea is to refine security

policies according to correlations among cloud resources. Attribute-based security policies comprehend the

role of subject and his credit as well. Cloud data are partitioned to fine-grained data blocks, which is guided

by correlations among the data. Security policy refinement is obtained by matching policy rules with data

blocks and resolving rule conflicts. Theoretical analysis and experiment results show that the proposed

method is efficient for access control of cloud data with huge quantity.
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Policyset; ; =< target >, { < Policyset > | < Policy >}
+,<<CA>
Policy: : = <target™>, {<rule>}+ ,<<CA>
rule: : = (<target >, < effect >, < condition >, <C
obligation™)
target: : = { (<{role>>, < object>,<action>) } *
request; ; = { (<(subject™>, < object™>,<action™>) } +
effect: ; =’permit | 'deny
CA::=PO|DO|FAOA
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Fig. 1 An example of data resource correlation
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<policy policyID="Py," CA="Deny-Overrides">
<target>
<Action>Read, Write</Action>
</target>
<Rule RuleID="r," Effect="Permit">
<target>
<Role>Student, Faculty</Role>
<Resource>s, , s, </Resource>
<Action>Read, Write</Action>
</target>
<Condition>
</Condition>
</Rule>
<Rule RuleID=" r," Effect="Permit">
<target>
<Role>Student</Role>
<Resource>s;</Resource>
<Action>Read</Action>
</target>
</Rule>
<Rule RuleID="r;" Effect="Deny">
<target>
<Role> Student, Staff</Role>
<Resource>s, , s3 </Resource>
<Action>Write</Action>
</target>
<Condition>Timee  [6:00,
</Condition>
</Rule>
</policy>

Time€[8:00, 17:00]credit=60

18:00] credit <90

2 XACML % 45 W 7 ]
Fig. 2 An example of XACML security policy
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MG UL 5 (PDP) ., PEP $£32 ] iR L g gl — 4
XACML 3k I & 3% 5| PDP, [fi PDP 341 5k 1%
] — AN B, 3% W) R AT A2 S U 1] (permit) ,
AT AR 48 17 8] (deny) . i Alice J&22 4, W iy
FEEHN 85, ARG HEZ B WK -

req (Subject = "Alice’, Resource = ’s;’,
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Action = "Write', Condition = 12:00")
Mg Poy HREI vy F g SR VT L AR KLU ) 3%
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AN Z “deny” . Mg Po B RlG 5%: CA
B 2 ¢ deny-override” , i DA B 2% Bl 45 ] 9 3R &
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Ry TS BB R R ST A TR N 2 R B B R
A JE P 38 ek R 2 B A N SRR U 40 O A L ST
HEAZ 2RI, b T %S R g —
BB41 s s XACML Hp B0 Y — A~ 5L A J& M 4 B0 )
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A B TR RN S BT W A R R A R 4R
5ot AP Ak A 9 0 B A HR e B b e R D gk
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BAR A EBA RGN 5 . A SCHE
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EX T R 8 = o i iE 5K Ry
req=(<Zsub™>,<Cobj >, <Cact>), JL M| r=(<tg>>,
<eff>,<cond>,<obl>), fH role(sub) 5 tg tH
28, 1 H. cond i 2 WFRFLN] » 515K req UL,

LN rl=req.

EX 2N BhEE) & rivr; %A FEE T
FEI WERAFAETE R req (44 req | =ri Areql =r; 1
SELER o 5o e r Q. E A S
WE N AL E A BT A BT
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TEAS ] 1 SR W i & R VR R A8 B 0 iz Dl
ASHETE] S 43 500 S 4 TRl B TR RS BRUED

« effect=r;

M Crl RV

M r®r; Hr o effect=permit, Jlj A,.J .

M r.Qr; Hr, » effect=deny, N A, T RER .

BN Cr2  FEA e

M r&r; Hr, » effect=deny, N A R,

M r®r; Hr o effect=permit, Ilj A, .

M Cr3  F S I

B 7y SR W TR H BT g seq ()

M Qr; Hoseq () <<lseq(r;) M| A,r] R .
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11N ZAREPHIF P i Kreq

/) U R EEHIRSE “permit” or “deny”

Refine(P)

foreach rule € GetRule(P) do //bind rules to segment

foreach s€S do
if s C GetRelatedResource(rule) then
bind( rule, s);

Ge$~with bound rules on each element;
foreach g€ G do //refine rules on each segment

. 2
foreach pair( r, rj) leeset do

if 7,7, then
coupleJet.add( ); //overlap of I

[f]
foreach A, "€ coupleSet do

casLCA= Permit-override then
FCr1 3T,
case CA= Deny-override then
% Cr2dhAT;
case CA= First-applicable then
3T,
case CA = Only-one-applicable then
FCTAMAT;
P ¢ :=Refined (P);
Return PDP(P , req)

Kl 3 pbacPDP 5k h L HS
Fig. 3 Pseudo-codes of the pbacPDP algorithm
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Fig. 4 Comparison analysis of algorithms
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